Madhya Pradesh State Electronics Development
Corporation Limited
(A CERT-In empaneled Org. under Dept. of Science & Technology, Govt. of MP)

CERTIFICATE

FOR WEB‘S]TE SECURITY AUDIT

e
Department
Department of Urban Administration & Development , Govt. of M.P.
Testing URL
http://164.100.196.21/mpmetro
Production URL

mpmetrorail.com

Project/ Website Name Software Build Number
MP Metro Rail Corporation Ltd. Website 178643

Software Build Date Audit Performed by
16" December 2024 MPSEDC, Security Testing Team
Testing Start Date Testing End Date

gt $éptembefi@lic4 4 T & 27" December 2024

Observation

The above website/application has undergone the Security Audit and has been certified to be safe
from vulnerabilities as per OWASP Top 10-2021 compliance. A temporary testing URL was provided
to execute the security audit.

Conclusion

The website/application was tested for OWASP Top 10-2021 vulnerabilities. The site is free from
OWASP Top 10-2021 vulnerabilities and safe forweb hosting.

Recommendations

1. TLS deployment is recommended so that confidentiality, integrity, and non-repudiation of the
transactions for the application are ensured.

2. Web Serverand OS Level hardening must be in place for the production server.

Note: The certificate is valid till no additional changes in the dynamic content or source code are
carried out or one year from the date of issue whichever is earlier. Additionally, the auditee is
responsible fordeploying the audited solution to the production environment.

Disclaimer: The audit was NOT conducted on the Production Environment.

d/ Date of issue: J O January,2025
For MPSEDC Certificate No: MPSEDC/COESA/ (2
(Guru Prasad) Reference No: MAPIT-SA-202409143
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